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{51 : CAPEC-42 MIME Conversion

For example, a sendmail.cf file with these changes applied should look simi

Mlocal, P=/usr/libexec/mail.local, F=IsDFMAw5:/|@grmn, S=10/30, R=20/40,
T=DNS/RFC822/X-Unix,
A=mail -d $u

Mprog, P=/bin/sh, F=IsDFMogeu, S=10/30, R=20/40,
D=%z:/,
T=X-Unix,
A=sh -c $u

This can be achieved for the "Mlocal" and "Mprog" Mailers by modifying the

define(’ LOCAL_MAILER_FLAGS',
ifdef(* LOCAL_MAILER_FLAGS',
“translit(LOCAL_MAILER_FLAGS, '9')',
‘rmn'))

define(’ LOCAL_SHELL_FLAGS/,
ifdef(' LOCAL_SHELL_FLAGS',
“translit(LOCAL_SHELL FLAGS, '9')',

@
BTEREF T 10 KFEEBEEKE

INSTITUTE of INFORMATION SECURITY

<Raw>Mlocal, P=/usr/libexec/mail.local, F=1sDFMAw5:/|@
T=DNS/RFC822/X-Unix,
D=$z:/,</Raw>
</Mitigation>
<Mitigation>
<Raw>This can be achieved for the &quot;Mlocal&quot; a
</Mitigation>
<Mitigation>
<Raw>define ~LOCAL_MAILER FLAGS',
ifdef( LOCAL_MAILER_FLAGS',
“translit(LOCAL_MAILER_FLAGS,
ifdef ~LOCAL_SHELL_FLAGS',

-~

°')",

eu)) “translit(LOCAL_SHELL_FLAGS, ~9')',</Raw>
</Mitigation>
<xhtml:br/>define( LOCAL_SHELL_FLAGS',
-5 BRDIB AT <xhtml:div style="margin-left:10px;">ifdef( LOCAL_SHELL_FLAGS',
AT THEHENTLVELY <xhtml:div style="margin-left:10px;"> translit(LOCAL_SHELL_FLAGS, "9')",
B b T4 54T Tt TLNVS <xhtml:br/> eu'))

</xhtml:div>
</xhtml:div>
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<Pattern ID="0001" Name="Mccessing Functionality Not Properly Constrained by ACLs"
<Prerequisites>
<Prerequisite Class="adversary">

<Raw>The administrator must have forgotten to associate an ACL or has associj

o Ao

<Japanese>E B ENACLOBMEETITETNLED. FEVGHFFTHBEOACLEFED FES
</Prerequisite>

<Prerequisite Class="target">
<Raw>The various resources, or individual URLs, must be somehow discoverable
<Japanese>t&x % 75— 2. DF Y@ 57 % 25
</Prerequisite>

</Prerequisites>

A DY T KA

FLATTA
$920s
$925s

865
1154

<?xml version="1.0" encoding="UTF-8"?>

3 <Outputs>
<Patterns>
<Pattern ID="©001" Name="ACL

65 TPIVT—av. FilWeb7 T

<Prereqsites>
<Prereqgsite>’
<Preregsite>f

<Prereqgsite>B B HH
</Prereqgsites>

<Mitigations>
<Mitigation>J2EE%
<Mitigation>¥% -
<Mitigation> £ !
</Mitigations>
</Pattern>

1. [NoAccess|
-Servlet(ZE

3. BEED.

48



FRAT&OD;IQE'%‘SCAPEC o s
WEE ) TR

o b B
FRAT COTTAGE [ CAPEC J
088 By ) (SR AT SR ) #94000s #920s
gEE |
SR ER B ] (B AR) #98000s #925s
EAIEHEV)— 387 865
EREY— : 1146 { el J [Pg%f%;lﬁiﬁeﬂ
{OS : WinOS, CPU : 2.1GHz 4 17 AMD Ryzen 5 3500U, Memory : 8GB} ~ =
o AL [ 78 Fab }
DERILDEBIETOHREE - REIZCOTTAGEN H F Ny

FRATIZEFMICHAZL TLV\H V) — M 32& A dpH A, 16E AT IFEMR TIXER TSR —
>XFbF . BERROBLGEWNER TOD 7 #%

= Ny i 1 7 \ 3K .
Q&% /—R 1k : 1146/1148(99.83%) FRAT: SEATHAR DRI — L
SHEFIICEIRYEHLTAHEET B




.57 (CWEECAPEC & CWE o

BTEHREF 1T REREKE
INSTITUTE of INFORMATION SECURITY

o X M

CAPEC & CWE }

BIRRARX. CORIFEMNEETIILEOLREINBNE
>bert-extractive-summarizer& Ly

XEBEHOF—TV—REHBRMICFIALT-,

BEE

BEHEH DRV TURAERIMLY

®§+& K€25OK$ 'Dl W ':gfﬁ{] CWE Mitigations Prerequisites
{ [ e J[ 82 IH 5 H ESIE I }
e AN -
DX EELDNIRAERS : 937008 BIRSARER RS (~ ~ (5.
>FARTO2MEBREKLYBRMBTELDT { s }
Y — S Ll AU MBS S BRI RS £ L [ Ak }
vy

@CWEDEFE Y —1t »1600/1601(99.99%)

a3

L B 5 4 } .

=BT a—A—

FRAT: £{THIRD R EIL—L




Yat'd)

RE——

@
BTEHREF 1T REREKE

IIIIIIIIIIIIIIIIIIIIIIIIIIIIII

e DevOpsIZxtitLT=ADV!)—4Epk*Y— LI COTTAGE JZ1ERLT=

® \JU_/'

ERIZDULNT D

3 Fl 3 H

DevOpsTO A A%

CAPECDV')—5]|

Hf=h3.

ITBRSITNE DL LFRIESN LD

IBENRIKREDIRETH A=, 6/7 15:00~17:00y:: [ZHREE = E Tk

o SAFRICUIRI T DIFRZESE T SE S

51



ﬁh I’Cﬁﬁﬁ L,T:/fz—‘/ ° S
TRt 709 KERKXKEFE

..............................
ER/NZ—:

CAPEC | f CWE | ' CAPEC&CWE

N

Mltlgatlons PrereqU|S|tes Potential SR CWE Mitigations Prerequisites
BR IR R EFTE . Mitigations - . g5t 4 BRI R EEQhs

®
|
[ I&%%/ (51— % | mmes | | mEmiss—s
|

\RECHEE NN «\Y 5

[ BORS k J ; { IR }

=R a1—(—

52



